Manual NWC-1.2




Especificacao resumida

0O NWC-1.2 é um gateway de autenticacao Wi-Fi de alto desempenho e gigabit completo com
fonte de alimentacao CA, gateway e PoE. Ele permite a configuracao e gerenciamento unifi-
cados de APs sem fio e suporta interfaces de rede de saida PoE. Ele suporta gerenciamento
remoto e gerenciamento de plataforma em nuvem, atendendo aos requisitos de gateway de
exportacdo de pequenas e médias empresas.
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Especificacoes de Software

0 Manual NWC-1.2 é um guia abrangente para o uso eficaz do sistema NWC. Este manual fornece
informacoes detalhadas sobre a instalacao, configuracao e operacao do NWC-1.2. Este manual foi
projetado para ser um recurso pratico e facil de usar.

Lembre-se de seguir as instrugoes especificas para o seu roteador ou dispositivo de rede. Essas
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O produto pode ser acessado através da interface de gerenciamento web do equipamento.
Execute o procedimento a seguir para acessar seu equipamento:

1. Conecte um cabo de rede entre seu computador e o equipamento;
2. Certifique-se de que seu computador se encontra na mesma rede que o equipamento,
ex. 17.16.0.1;
Port IP Address Mask
LAN1 172.16.0.1:2011 255.255.0.0
3. Digite o endereco 172.16.0.1:2011 na barra de endereco do navegador;
4. Se tiver éxito no acesso, a tela de login da imagem abaixo sera exibida:
Insira as seguintes informacoes:
. Usuario: admin
. Senha: A senha padrao do dispositivo é admin. (no primeiro acesso sera solicitada uma nova

senha)




Dashboard

Acesso ao equipamento, apresenta uma interface exibindo pagina com graficos e link dos principais
servicos do roteador NWC-1.2. o idioma inglés é definido por padréo.
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Device Info

Tela mostra as informacoes sobre as portas LAN, WAN1 e WAN2, indicando o status de conexao
(Online / Offline), memodria utilizada, consumo de CPU e trafego de dados.

Refresh | Change password | Logout | Language | English

@ systam Status A S Nebwork interfsce status
-
Device Info
WAG adress +4D1-FA{0.E032 MAG sddtess 440174 40.60.37
Intertace Status ﬂ ﬂ
Packels rboeved | 5447 WION] packets 0 Packel missed 1005 Oveifow 0 Frame 0 Packels 1eceived | 1613 Vang packels. () Packel missed 540 Overli 0 Frams.
LAN P Flaw
LAN  Packessended 155 Wiung packels: 0 Packel missed 0 Overfiow. 0 Cartier wave 0 WANT  Packes sended 370 Whong packels. 0 Packed missed. 0 Ovellow. 0 Carrier wanve. 7
Application Fiow
Bytes recelved: 20260031 Q14 Bytes sented: 2671(27 7Kif) Bytes received: 21545211 3KiE) Bytes sendect 52144(5
@ HetworkConfigure W
p
Ed FlowControlPolicy v Inerface Tvpe Link mode 1P addrass MAC address Recsiva speed  Send spesd
T ACManagement ~ VNI WAN part Online 1000MFul duplex. 192.168.0.174 44D 1-FA4E-E0-3T SEKES 004 KBS
) Auth Internet Access
Lan LaN gort 1000MFut duplex 1010109 D1 FAEEDSE 265 KBS 1.02K@1S
2] o
3 Deviee basic Information
O3 ObiectMansgement W/
Device 1D Y21230047558 M Usess 128 e AP can be managed 128
O Safety Protection v
Uptime: G-2:51up D dsys
(& LegRecord
Memary utlization &% 2 130E1438 1613,
ven v
= CPU wiization o
L e RV [ S—— - 2nez00000
" TR TR
Derves morel DI-SAOGEF Mware versien V3 11 520231128
G User a0MIN0 101007 Device e 2024-0-79 D020 11 Sustern aer B The dence S ronnd normiaihd
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Network

Configuragdes da Porta WAN - Configuracao de Interface - Para configurar a porta de rede (Wan1 /
Wan2) e definir as informacoes da rede externa, siga os passos abaixo:

* N o

N =

Escolha a Porta de Rede:
Selecione a porta (Wan1 ou Wan2) que deseja configurar.
Modo de Acesso a Internet:
Escolha 0 modo de acesso a Internet com base na sua conexao:

Casent opesalion Network Ganfigure == WAN Gonlbgure:

ADSL/PPPOE: Preencha os nimeros de conta e senhas de largura de banda.
: IP Fixo: Insira o endereco IP, mascara, gateway e DNS fornecidos pela operadora.
3. DHCP: A obtencéo de IP, mascara e DNS é automatica.

Refresh | Ghange password | Logout | Languae | Engish v |

& System Status

@  Nework Configure.
WAN Congure
LANDHGP
Prysical Port Defintion
Hiult e Dversion Rides
state Roite
DONS.

NATFOr Forwarng

Flow Control Palicy

AC Management

& @

Auth Imemet Access
Behavior Contral
Object Management
Satery Protection
Log Recera

vPN

e 0 @ a F B

Device Maintenance

‘Gurrent user:admin[10.10.100.2)

s 3 WAN configure

PCE WANT Interface configure

Infemel access () ADSUPPPOE () Stali

Specify ONS: (]

Line nterrupton deection: (]

Advanced configuration

DHCP abiaining status

btain IP success!
1721642
25525500
172161254
17216103
Enable

Upstream 100000 / Dovmstream 100000 KBps

1P s,

Nemask

~ Oefaukt gateway:

v DN server:

- Smart Gos

Banduidn semng
v
~
~
v
v
v

Device ime:2024-02-20 17:17.20 _ System akert:@ The device is running nermaliyl
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DHCP Static Allocation: Adicionando IP ao dispositivo

Convsgenca; Current operation Nefwork Configure >> LAN/DHCP Refresh | Ciiange password | Logout | Language | Engish |
B System Status \ M LANDHCP
@ NetworkConfigure A

WAN Configure - LAN LANfinterface configure

LANIDHCP 1P Address: | 192.168.75.1

Physical Port Definition Netmask: | 255.255.255.0

Mutti-ine Diversion Rules Custom MAC: (J

Static Route Intranet MAC Broadcast:  Disable v

DONS Operation mode: | Self negotiation v

NAT/Port Forwarding

[ Flow Control Policy DHCP configure
2 ACManagement v Fucntion Enabled: (SRRt
@ Authinternet Access  \/ Basic parameters DHCP static allocation
i Add Delete
Behavior Control Vi Main DNS: 192.168.75.1 -
O SN MACAddress 1P Address Remarks  Operation

Sl Aternate DNS: 192.168.75.1

oo s not currently defined!
5, Sk Y Address lease time: 3600 sec The defaul il
3 LogRecord v in3600

1P assignment policy of an AP: () IP assigned only to AP (7 IP not assigned to AP

VPN v

&  Device Maintenance  \/ 1P address pool
startip End 1P
1P address ool 192.168.75.5 192.168.75.255

Selecionando IP/MAC na lista de dispositivos

Refresh | Change password | Logout | Language

@ System Statws. \/ M LANIDHCP

@ NetworkConfigure A

WAN Configure L LANtintertace configure Ontine: voec fok
LANDHCP 1P Addrese: |192.168.75.1 E ¥
SN User
Physical Port Definition Netmesk|255.255.255.0
5 1 1921687513 7C-27-3C-08-55-A0 3-
Muti-ine Diversion Rules CE S X e |
et 0 2 1921687570 5C-FF-35-009A-1C Usert
MAC Address: 00-00-00-00-00-00 |
oovs
Define 1P as: 0.0.0.0
NAT/Port Forwarding
Remark:
[ Flow Control Policy v/ DHCP configure
% ACManagement v EIEER
@ AuthintemetAccess v/ Basic parameters DHCP static allocation
1 l Add
m Behavior Control v Main DNS: 192.168.75.1 —
SN MAC Address 1P Address Remarks Operation

O3 ObjectMamsgement v/ Atemate DNS: 192.168.75.1

Safety Protection  \/ PRACEIN
0o ity Address lease time: 3600
{8 LogRecord v 112800

IP assignment policy of an AP: ()

= VPN v
©  Device Maintenance  \/ 1P address pool

Start 1P End IP

IPaddress pool | 192.168.75.5 192.168.75.255




Physical Port Definition

Por padrao o equipamento vem com a porta Lan+1Wan habilitado para uso de (1) conexao com a
operadora de internet. Para aumento a velocidade no trafego de internet deve ser selecionado o
campo “Hardware NAT”.

Bamx

Curtent operston Network Canfigure > Refresh | Change password | Logout | Language | Englsh |

@ System Status
& Network Configure
VAN Configure:
LaDHCP
Physical Pert Definiton
Mulhie Diverseon Rides
Static Route
oons
NATPort Forwarding
63 Flow Control Policy
Fa  AC Management
@ Auth Intemet Access
[ Behavier Conwrol
By ObisctManagement
O satery Protection
& LogRecord
ven

®  Dovics Maintenance

3 Physical pert definition

~

o B EN O WM NN N
o
M.m------a-EE
LaN

ISR v Aer e grysca ot e et mocted, h ot neas o b reconigues
v
v
v
v
v
v
v
v

10.10.100] 10416:18  System alert & The device is running normaly|
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Configuracao da Rede Local (LAN) - Aqui estao os detalhes de configuracao para a rede local (LAN):

w

Endereco IP (IP Address):
Informe o endereco IP da rede de acesso ao dispositivo (Gateway).

Mascara de Rede (Netmask):
Insira a mascara de subrede. Por exemplo: 255.255.255.0.

Modo DHCP (DHCP Configure):

. Habilite o servico DHCP para entrega automatica de enderecos IP aos dispositivos da rede.
4, Servidores DNS (DNS):

. Informe os servidores DNS: Ex:

1. DNS Principal (Main DNS): 1.1.1.1

2. DNS Alternativo (Alternate DNS): 8.8.8.8

5. Faixa de Enderecamento IP (IP Address Pool):

. Defina a faixa inicial e final para a entrega de enderecos IP aos dispositivos da rede.

LB

G System Status
@ Natwork Configure
WAN Configure:
LANDHCE
Prysical Port Definton

Mul e Diversien Rubss.

Cument operation Network Gonfigure >~ LANIDHCP.

v MLANDHCR

-~ T

- LANInterface eonfigure

1P Address 1040101
Netmaskc 255.255.0.0

Custom WAG:

Refiesh | Ghiange password | Logeul | Language | Englsh |

st e Itranet MAC Broaceast. Disable v

B Operation mot: Sef negotiaion

AT P o
[ FlowControl Palicy (Biice configure
o ow— v [ ]
@) AuthintsmetAccess W Basic parameters 'DHCP static allocation
g . .

O SN MaCAddress 1P Address Remarks Operstion

O3 ObiectManagement Aremate DNS 10.10.10.1
O safety Protection v Address lease time: 3600 sec The defaull fil n 3600 B
Loy Recors v P assgrment oty ot an P () 1" assigoet oy fo A 1 ok assicned 4
(SR ~
®  Device Maintenance

Current useradmin{10.10.100.2]

1P address pool
san P EndIP
IPaddessporl  10.10.100.1 10.10.200.755

Device fime 2024-02-200108:41  System alert: & The device is running nommally!




Redirecionamento de Portas (Port Forwarding)

O redirecionamento de portas permite que dispositivos externos acessem servicos em uma rede
local para encaminhar o trafego de entrada em portas especificas para dispositivos designados
dentro da rede local.

Passos para Configurar o Redirecionamento de Portas:

1. NAT/Port Forwarding:
2.  Crie uma Nova Regra de Redirecionamento de Portas:

Nome do Servico: Nomeie a regra (por exemplo, " Servidor Web ).

Porta Externa: Especifique a porta externa (por exemplo, 8080).

Porta Interna: Especifique a porta interna (por exemplo, 8080).

Endereco IP Interno: Insira o endereco IP do Dispositivo de rede. (Servidor Web)
Protocolo: Escolha TCP, UDP.

= =4 -a-a-"

Salve e Aplique: Salve as configuracoes e aplique as alteragoes.

D”EM’ Current operation Metwork Configure >> NAT/Port Forwarding Remesh | Change password |
B System Stats w3 NAT/Port forwarding
& Motk Conigwe A
W Contre [~ oo ]
LANDHCP Tl SN Protocol LAN P LAN port WAN port waN Remark Operath
Physical Poit Defnition e is 1 forwar o e Add
Multi-line Diversion Rubes:
Port for ing x
— e
DONS Protocol. TCP ¥
NAT/Port Forwanding LANIP: 192.168.1.100
UPHP LAN port range - 80
.
[ FlowControl Policy
WAN interface selecion
“Za  AC Management A Cywant
(@) AuthinternetAccess Remark
Behavior Control v
(et tiansaemet [“Conm et |
Safety Protection

@ a of

Log Record

a

VPN

< <€ < <«

®

Device Maintenance
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AC Management

O recurso do controlador AC permite gerenciamento centralizado dos dispositivos conectados a ele.

AP LIST - Exibe lista dos Access Point. Cada coluna indica um tipo de informacao como ID,
localizacao, IP de acesso, MAC, Configuracao dos dispositivos listados. Um AC gerencia centralmente
seus APs conectados e permite realizar configuracdes de cada AP. Os parametros especificos incluem
canal sem fio, SSID, poténcia dptica Tx, modo, limite de cobertura do AP e nimero de usuarios de
acesso mostrado na figura a seguir.

Rl | Change password | Logont | Language | Engish v

B Syswm Sutus v MAPEst Online AP cuantiy/ Tots AP 7 /7. AC service status. [online]
@ MewokContigws v AT (T I ) M [T ey M) MK #voevce v dewce model e v Soarch condnons: | Devece P v
eorch
{3 FiowContolPaliey
Channeli2.4/Channel
o AC Management ~ 0O s~ AP name Device P MAC address SSID(2.4G/5.9G) User Power AP model AP version Status. AP remarks  Config
586)  Analysis
AP List
7C-27-3C-08-56- Wireless_AP o’ Auols] 2469 100% oniine
AP Confgure Template 01 MYWTP 1 10101008 ° NAP-2 ’
3] Vireless_4 o' Auolss]  56GF 100% 1:43:14 up 0 days
AP Group Definition
7C-27-3C-08-50- Wireless_AP o Auofl] 246G 100% online
AP Upgrade o2 MY WTP 1 10101005 () NAP:2 ’
81 Wireless_AP o' Auwolfd]  58GF 100% 1:13:44 up 0 days
Siack and whie ist
027900854 Wirekess AP o' Aucit0] 2469 100% online
. " 3 WPt 0a0100m ° NP2 >
Y oo Wirckess_AP &' Auol80]  S8GF  100% 1:13:8 up 0 days.
Channel
Aulo Chene! 7C-27-3C-08-56- Wirekess AP Asa[1] 2469 100% online
% 4 WYWIP1 10101009 o4 NP2 ’
At Soufukato Vireless AP o’ Auoldd] 58GF 100% 1:43:8 up 0 days
LocHe ey 7027300850 Wirekess A° o' Auol3] 2469 100% online
5 MY WTP 1 101010010 ° NAP-2 rd
@) Auth intemet Access v/ P Vireless_ap ! Adolds] 58GF 100% 14344 up Odays
B Bemaviorconwol v 72730085 Wiekss AP o Adol1z) 2469 100% online
& MYWIP1 10101008 0s NAP2 z
ject Mas ot v 8A Wireless_AP o Autofd8] 586G 100% 1:13:8 up 0 days.
23 Object Managemer x
7C213C0855  Vineless AP ' Awolp] 2469 100 onine
Prowcion
O By 7 MY WTP 1 121 ° NAP-2 /s
B ton V a3 Wireless_AP o Auolds] 58GE 100% 1:43:7 up 0 days.
= veN v
©  DeviceMainenance

Curent user agmin[10.101007]  Dévice ime 20240001 012822 System alert @ The Gevice 1s running narmaiyl
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Criando Tamplete:

Add Template: Cria registro para template utilizando modelo de dispositivo listando.

Currant operation AC Management >> AP Configure Template. Relresh | Clamge: password | Logoul | Language | English

System Status \s AP configuration template .

[eamps | becoemyiais

O sn

MNetwark Configure
Template name Device model Config
Flow Control Policy

P E S8

AG Msnagement ~ Add template X

s
G TR

AP Configure Template

AP Group Definition

-

F—— @

Seamless Roaming

Auta Channel
Audit Corfiguration

Locating server

a

Auth Intemet Access

=

Behavier Contral
Obiect Management
Satety Protection

Log Record

< < ¢ ¢ K

ven

b @ a &2

 Guitenl iseradma10.10. 10021 Devioe Ui 2024-02-25 16.47 19 Syslem lerl. @ The 0evice is funning normally!

AP Configuration Template - Configuracao dos parametros para o template que sera utilizado para
adicionar aos AP litados em “AP List”

Ap Mamagen password: Senha de acesso ao dispositivo AP;

Wireless status: Habilitado (Enable);

SSID: Nome da rede wifi;

Safe mode: Modo de criptografia (WAP2);

Channel: Padrao (Auto);

Broadcast SSID: Habilitado (Enable);

Key: Senha da conexao da rede wifi.

EE

Cusend pvnlion AC Monegrmsent == AP Confme it Refresh | Change password | Logout | Language Engleh v |
G sysem Stoms 3l AP cenfigurstion template .
i eopie
@ tekcmigme v =
0 sy Template name Device model Config |
A FlowControl Polley W
L Config tampiate NaP-2 FE
% ACMansgen ~ J
AP Ust AP template config X
AP Configure Template:
Template name Conig template AP manage password ause
AP Group Definiion
WIFI Time off Close v
AP Upgrade
Timed restart Disatic v LeD -
Black and whit st Glose
e Userisolate Djsapie v AP coverage threshold 00 (854Bm-9548m)
Auto Channel LANT VLANID 0 (0,3-2084) LANZ VLANID 0 (034094)
Audit Configuration LAN3 VLANID O (0,3~4084) LANS VLANID 0 {0.3~4084)
Locating server Selact the band to be configured 2 4G Wireless davice v
@ Awthintemet Access Wirsless status Enasie . Channel .
Behavier Control v $SID Wireless_AP Broadeast $$10 Enable ~
O3 ObjectMansgement N/ Safemode WRAWPAZPSKTK v Koy
O satety Protaction v Advanced
B Losrecons v = o
= ven ~

Current useradmn{10.10.1002]  Device bme 2024-02-28 165559 System alert @ The device is running nomallyl
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Advanced

Configuracao do Modo para 2.4Ghz / 5.0Ghz para redes Wi-Fi 6 (802.11ax)

Selecionar a frequéncia 2.4Ghz o para configuracao do Modo 802.11AX 40MHz

AP femplate config X
Select the band to be configured 2.4G Wireless device v -
Wireless status  Enabie v Channel /10 v
SSID wireless_AP Broadcast SSID| Enable v
Safe mode \WRAWPAZPSK-TK v Key
Advanced
lode 502 11AX 40MHz v o power g0z, -
WMM  Enable v Access user number g4 0 means unlimited
VLANID g (0,2~4095) AP coverage threshold -90  (-65dBm~-95dBm)
Virtual wireless1
Status pisable v Broadcast ssid Enable v
SSID vap_wireless1 VLANID (0.2-4095)
Safe mode QPEN v Key
Virtual wireless2
Status pisable v Broadcast ssid Enable -
SSID vAP_Wireless2 VLANID g (0,2~4095)
Safe mede QpPEN ~ Key

Selecionar a frequéncia 5.0Ghz o para configuracdo do Modo 802.11AX 40MHz

AP template config X

Select the band to be configured 5.8G Wirsless device v

Wireless status Enable v Channel 10 v
SSID wireless_APS Broadcast SSID Enaple ~
Safe mode \WRAWPAZPSK-TK v KBY eesessenee
Advanced
WMM Enable v Access user number g4 0 means unlimited
VLANID o (0,2~4005) AP coverage threshold -90  (-65dBm~-95dBm)

Virtual wireless1

Status pisanle v Broadcast ssid Enaple v
SSID vaAP_wireless1 VLANID g (0.2~4095)
Safemode OPEN ~ Key p
Virtual wireless2
Status pisable v Broadcast ssid Enable v
SSID vaAp_wireless2 VLANID o (0,2~4095)
Safe mode ppgN v Key -




Adicionando um template ao AP

] Selecionar AP que recebera o template;
. Selecionar Apply configuratio template;
. Selecionar o modelo a ser aplicado.

PIERO

Refresh | Change password | Lagout | L anguage | [

System Status.

Network Configurs

E & 8

Flow Control Pelicy

El

AC Management
AP List

AP Canfigure Template.
AP Group Defniton

AP Upgrade

Black and white It
Seaniess Roaming
Auto Ghannel

Audit Corfiguration
Locating server

(@ Auth Intemet Ascess
Behavior Control
Object Management
Safety Protection

Log Resord

VRN

101002]

Current eperation AC Management >> AP

o MAPlist

Danap

O SN APname DeviceIP  MAC address  SSID(2.46/5.35)

ot graup

Online AP quanfityl Total AP-1 {1, AC service stalus: [online]

Aldevce v

Channel(2.45/ Channel
User

Power AP madel
4800 Angivlc

device model ke v Szarch conditions:  Device IP

AP version Status AP remarks Config

7C-Z7-3C-08-55-  Wireless AP o'
1 WY WP 1
a0 Wieless AP ot

Autcl] 2465 1008

Auol60]  5IGEF 100%

0:21:29 up D days.

Apply configuration templsts
EarEr
Template name.

o Contig template

AP model

NAP2

Davica time:2024-02-20 17.06.27 lort & The devics i unning SSrealyT
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Dual Wan

o Selecione o modelo de interface para habilitar a configuracao para utilizacao de duas
portas Wan (Wan1 e Wan2).

Configure > Physical Port Definiton Refresh | Ghange password | Logout | Language _Engiish
B System Status w3 Physical port definition
@ NewworkConfigue A
WAN Cantigure
@oanervnn BT N N N ST—
LANIDHGH nat

LN

Physical Porl Defintion

Mullling Diversion Rules

Stalic Route (U BLAN + 2WAN ‘ ‘ i i i i i i
L

nons

NATIPOrTF onwarcsng

B FlowCommiPoliy v Nate: After the physical partfeature definisn s modified, the rauter naeds to be .e:@
T ACManagement v
) Auth Internt Access W
[l Bensvior Control v
O3 ObiectManagement
O safery Proction v
@ LeaResord v
VPN v
® Duvice Maintanance  \/

101002]  Dewssime2024 0220 17 2640 System alert @

Em Flow Control Policy selecionar Smart Flow Contro selecione a porta Wan1 e se seguida porta
Wan2 de desabilite One-Key Smart Flow Contro, para aumento de velocidade no uso dois link de
intenet.

2
@.E.EE_*, Curent operaon Flow Conirol Pobcy >> Smart Flow Gonirol Refiesn | Chiange password | Logeut | Language | Engish |

@ System Status N Smart flow contrel

@

o wani
Network Configure  \/
-

Flow Control Policy A

1]

Orekey smart how contral
Funcion enstie: (( JESIERE

Sman Flow Cantiol

Bandwidth Control

Froe Flow Control

T ACManagement ~
) Awthinemet Access
Behavior Control v
B3 ObjectManagement
O SafetyProtection W
& LogRecord ~
= veN v
©  Device Maimenance

10.10.100] 1042625 System abert & The device is running nomally|
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Na Tela Device Info sera exibida as informacées das portas Wan1 e Wan2. E listado o estado de cada
porta (online / offline), velocidade, IP, Mac.

@ system Seatus PR — Aa WAC adoress. 4401 1A 48 i1 56 WIAG adaress 1401 A48 L0
-
e 5351 Wiong packels 0 Packst PrckElS ISRV 74 WIEG Ak @ PaTkel mssed 299 Pk st 6755 Wong parkels 0 Packel miset 151
Ilerface Stalus, ‘ Overtiow G Frame o ‘ Cuerlow O Frame: 0 ‘ Ouernow O Frame: 0
LN IF Flon Packes sended | 2295 Wrang packets: & Packel missed 0 Packes sended 150 Wrong packets. 0 Packel missed 0 Fackes sended | 3475 Whong packes: 0 Packet missed: 0
LAN WAN2 WAN1
Applicaton Flow el 0 Gt wae: 0 Cruerllow ) Gt v 7 Owlow 0 Caries wrve
@ Newwork Configure Bytes received, 404 ) Bytes sended Byles reccived 16 i5) Byies sended. Byles reosived 901,644} Byiea sended
FlowGontrol Poliey V(™ nierface Type Link mode 1P address WAG address Receive speed  Send speed |
T ACManagement ~ WAt VAN port Ontne 1000 it gl sz a1t rmancor sanwms ozks
@ Authintemet Access
- oz WAN port Onine 1000MVF it uplex 1621880173 A1 FAAB ED IS 011 KBS 002 KEE
[l Benavior Control ~
Lan L port 1000KFul duplex 1010101 AAD1FAABED S 10 kEiS 1mkES
O3 ObjectMamsgemant )
o TRRGTmETon
O safety Protection ~
Device 1D M sers 128 20
&) Log Recerd ~
v - Ugtime: 0:4.50 ug 0 days
~ Hemmery uilizaben ~ 32.10MBI408. T6MB
®  Device Maintenance W
U utizaben %
Cannertian moritering 23 281200000
Online users 1 usess
Device model: DR-080GP Firmware version V3 11 820231126
101001 - 202402.20 179282 fert @ narmally!

Interface Status: Exibe a estado de cada interface de rede.

G System Status
Do It
Upstream Downstresm ipstream Downstream  Total upsiream Total dowmstrearn
v ® Status  Connection quantity  Line quality
BandwidthiKB)  Bandwidth(KB) spasdlKEIS) =pendKES) flow e
S IKE) (48] pasd(KBIS) peedKEIS)
LN LA pent . 1010901 onine . . 121 131 246 600 1.56GB o
agplication Flow
w2 DHCP 100000 0000 192180173 Online 125 016 a00 136308 15268 o
@ NemorsContgure
e DHOP 100000 100000 WA Online 5 N - o025 275 S0 77 105 148 ()
Flow Gontrol Palicy
T ACManagement v
[®)  Authintemst Access W/
[l Benavior Contral ~
B3 OsiestMansgamant N
O safety Protection ~
@ LogRecora )
ven ~
®  Dovice Mainenance W

Curron user admin({0 10.100.3]  Dovice ime 202402-202247.02  System alert @ The devioe is running normally!
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Acesso Remoto

WAN Ping Forbid/WAN Login - Remote access routing link address: Disponibiliza link para permitir
realizar acesso remoto ao dispositivo para manutencoes.

s 9 E 8 8

a of B

o @

Gament peration Safey Frotection - WAN Ping Ferbd VA Login e e
System Status s 3l Extranet prohibitee to PINGI Extranet login
Network Configurs 1Ot SeSU
FlowConwol Polley ] Prohist ping router from extran
3 Atow acminsstrator o g in remotely via extranet 12
AC Msnsgement v
WES senice port. 2011
Auth intemet Access N
MasierDNS 114,114.114.114 | @ The DNS senves 0
Banavier Control v
Ugdate ine optons:  Defauit | @ Sprety devies systs
Gbject Management N/
Femols manageent
G e yoifi et
Safety Frotection ~
Devies name: 1 Display o the logn page
1PMAC Binding s e
Conpection Cuantiy Lt
Sauo
LAN Aol Detestion
LAN Attack Proteetien
VBN Ping ForbidWaN Login
Log Record v
e v
Device Maimenance
00031 11838 dert @ i narmally!




Controle “Acesso a Internet”

Auth User : Permite a adicionar usuario vinculado ao IP e Mac do dispositivo utilizado

@lﬁ% Curront operalion Auth Infermet Access >> Auth User Refresh | Change password | Logout | Language | Engtiesh v
@ system Status M Authentication user  Total 2
@ Noworkconguwe I (IR (] (BTN Oeiee v Userdopartm v | Userevel it v | Usertypeite v | Stat | Aco v O searen |
FlowControl Policy v - SN Name Department User level User type Notes. Creat time Due time Operation
% ACManagement v d User2 cetout detault P address auth 200405221741 Nolimied 7%

0 2 Usert cefaut defautt 1P address auth 2024-05-2217:39 No imited SR

@ AuthintemetAccess A

Auth Contigure

PPPOE Auth

Portal Auth

Radius Biling

Auth User

Auth User Status

DepartmentiLevel Defintion

Accunt: Nome da Conta

IP Address: Ip do dispositivo do usuario da rede

Department: Criado na sessao “Department/Level Definition” para vincular o local a qual pertence
o registro ( “default” é padrao)

Level: Criado na sessao “Department/Level Definition” para vincular o nivel a qual pertence o
registro. Ex: Gerente, Funcionario ( “default” é padrao)

User Type: IP Adress Auth

Account Type: Enable / Desable

MAC Binding: Vincula o MAC do dispositivo ao IP.

Create Type: Data de criacao do cadastro

Expire Tyme: Data de encerramento do registro.

Name/ Tel/ Address / ID/Notes: Dados complementares do cadastro.

(Culront operatan Auth Infermet Access >> Auh User Relresh | Change password | Logout | Language | Engleh
& System Status v M Authentication user  Total =
@ Neworkconngue | IR ICEC) IEEEDETN (EIRIIER)  Dette v | User departm v Usor evel S v | Usertypefite v | Stat v Aco v Oexect TR
] Flow Control Policy v 0 SN Name Department User level User type Notes Creat time| Due time Operation
® i v I Use2 gefaut Sefaut 1P address auth m1 05221741 Nolimtsd 7
O 2 sert [Aeotionon wesy X 5221733 Nowmeed 2R

W Asdne, 7 Py, e B

At Conmenics Department: defaut v Level: dofault v

PPPOE Auth User type: PPPOE dial-up v Account type: Enadl v

Portal Auth MAC Binding: Disable v

e Creato time: Expire time: 409 time

Sk ow; Name: 0:

Autition Siatox Tel: Address:

Depariment/Level Definition Nokes:
[ Benavior Control v
95 ObiectManagement v/ EREEER
O safety Protection v
3 togRecord v
= VPN v
®  Device Maintenance  \/
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Auth User Status: Lista cadastro de usuario e o status da conta

a
convergenca geteany

System Status v

&8

@ Network Configure  \/
[@ FlowControl Policy ~ \/
AC Management v
Auth InternetAccess A
Auth Configure

PPPOE Auth

Portal Auth

Radius Billng

Auth User

Auth User Status

DepartmentLevel Definition

Behavior Control v
O3 ObjectManagement  \/
O safety Protection v
& LogRecord v
= VPN v
& Device Maintenance ~ \/
G System Status v
@ NetworkConfigure  \/
[@ Flow Control Policy  \/
% ACManagement v
@ AuthintenetAccess A
Auth Configure
PPPOE Auth
Portal Auth
Radius Billng
Auth User
Auth User Status
Department/Level Definition
Behavior Control v
O3 ObjectManagement  \/
O safety Protection v
8 LogRecord v
= VPN v
& Device Maintenance  \/

I Auth user status

(oo Gonine

Total user quantity(zz)
» default [272]

Current operation Auth Infernet Access >> Auth User Status

N Auth user status.

[Anonymous Us/E]oniine

‘Total user quantity(zz]
v default [2/2]

 usert

& user2

Cument operation Auth Internet Access => Auth User Status

User level fiter v User type fiter

SN User
1 Usert
2 Use2

[ Basic | sernow || inkrack | Auniog |

Account:

Name:

ID:

Tel:

Address:

User type:

Department:

Userlevel:

MAC address
bindi

MAC:

Remark:

Online Status:

1P address:

Online time:

Online Duration:

Due time:

Account status:

ing. Disable

Refresh | Change password | Logout | Language | English ']

v Duetime filter v Status v Account v | search |
Level Tel Address/Remark Due time P Online status Auth status
default Nojimit 192.168.75.7 Online16Hr 11Min -
default Noimit 1921687514 Online2Hr 12Min -

English v

Usert

IP Address auth
default
default

5C-FF-35-09-9A-1C

Online
192.168.75.7Q
2024-05-22 17:40
16Hr 11Min 13Sec
No limit

Enabl
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Cadastro de periodo (horario) em que o acesso sera bloqueado

comrgence e

System Status

M Time object

@

Add Delets
@ Neworccomgure | I IEETH
@

y Current operation Object Management >> Time Object

Refresh | Change password | Logout | Language | English

O sN Name Date Time period Operation
Flow Control Policy v
= A ANY ‘Sun Mon,Tue Wed, Thu,Fri.Sat Any time vt
%  ACManagement v
- Bloc_Periodo_Usert ‘Sun Mon Tue Wed,Thu FriSat 08:00-12:00 s %
@ AuthintemetAccess N/
0 3 Bloc_Periodo_User2 ‘Sun Mo, Tue Wed Thu,Fri.Sat 13.00-18:15 it ]
Behavior Control v i object X
Object Management A
Name: Bloc_Periodo_User1
‘Time Object
Source IP Object Gsun Ewon e @wed Ethu i Esat
ECtobieg Starttime End time
Destination IP Object 08:00 12:00
Buid-in Application Object
Custom Application Object
O safety Protection v
@ LogRecors o ‘Time format: 24 hour, (HH:mm), such as 13:10
i e v [Ccom T oo ]
& Device Maintenance v

Cadastro do IP ou sequéncia de Ip que serdo bloqueados

mrgence geieasy

System Status

8 8

[} SN
- 1

O 2

Flow Control Policy ~ \/

)

AC Management

Auth Internet Access

B 8
u]

Behavior Control

of

Object Management
‘Time Object

Source IP Object

Port Object

Destination IP Object
Buid-in Application Object
Custom Application Object

Safety Protection

VPN

@ a

v
Log Record v
v
v

%

Device Maintenance

Current operation Object Management

\/ M Source IP object

Delete
verworkContgure | IR BT

Name

ANY
1P_User1

IP_User2

Any address
192.168.75.7

192.168.75.14

Address range

Refresn | Change password | Logout | Language | Engisn_ v |

Operation
.
ek

Source IP object

Name: IP_User1

1P Start IP
192.168.75.7

EndIP
192.168.75.7

rat s
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Cadastro das portas de acesso

Current operation Object Management Refresh | Change password | Logout | Language

B System Status \/ 3l Port object
Add fete
@ neworcomgue | IECE IEEN
0O sN Name. Content discription Operation
[ Flow Control Policy ~ \/
- 1 ANY Protocol TCP&UDP Port:Any port rdt.]
2 AC Management v
2 NS Protocol:UDP Port53 it ]
Auth Internet A v
5y ‘alth Kitetnet Accesa G 3 HITP Protocol TCP Port 80 i
[ Benavior Control vig 4 IcMP ProtocolICMP Port 1 it
O ObjectManagement A [ 5 ssL Protocol: TCP Port:443. vt ]
Time Object o s cP Protocol-TCP Port:Any port vt 1
Source IP Object (%) 7 uopP Protocol:UDP Port:Any port vt
Port Object
Destination IP Object
Build-in Application Object
Custom Application Object
O Safety Protection v
3 LogRecord v
VPN v
& Device Maintenance  \/

Enderecos IP de destino consistem em um nome, uma descricao e uma lista de enderecos IP que sao
usados para identificar o trafego.

Refresh | Change password | Logout | Language | Engish v |

@ System Status \/ M Destination IP object
PRe———

0 Name Remark. Operation
3 Flow Control Policy v/

1 telecom telecom s X
% ACManagement v

2 unicom unicom SR
@ AuthintemetAccess v itk el 2m
[} Behavior Control v | Destination 1P object X
O Object Management A =

Name. telecom

Time Object Remark telecom
Source IP Object
Port Object ) Ciick the button to odtain the online destination address table. and modify the destination address tabie
Destination [P Object format to IP/netmask numbers, such as 1.25 0.0/15
Build-in Application Object Belect onfoe address table | V)
1.0.1.0/24 -
Custom Appication Object 1.0.2.0/23
= 1.0.8.0/21 '
1.0.32.9/19
O Safety Protection v oty
11.2.0/23
{3 LogRecord v 1.1.4.0/22
1.1.8.0/21
1.1.16.0/20
e V. 1.1.32,0/19
1.2.0.0/23
©  Device Maintenance  \/ 1.2.5.0/26
1.2.6.0/23
1.2.9.0/2¢
1.2.10.0/23
1.2.12.0/22
1.2.16.0/20
1.2.32.0/19
1.2.64.0/18
1.3.0.8/16 Winde




PIERO

Cadastro das regras de Firewall com os dados de cadastro criados em Auth Internet Access para
bloqueio ou liberagao de acesso.

Curent operation Behavior Control > Application Firewall Refresh | Change password | Logout | Language | Engish v |

B System Status v Application firewall
@ NeworkConfigwre s Funcion enable: (RN
Flow Control Poliey  \/
= Destination
B wACManagoment v O SN Source address object Time Destination 1P Application Action Operation
ort
@ AuthinternetAccess  \/ &
W User:User1 Bloc_Periodo_User1 ANY ANY ANY ‘Block directly 1T/ %
[E]  Benavior Control ~
|l User User2 Bloc_Periodo_User2 ANY ANY ANY Block directly Teox
Application Firewall
URL Redirect pemine X
Domain Redirect ® Enable O Disable
O3, ObjectManagement v Source address: According to() Address® User) Level) Department
Usert v
Q  safety Protection v
Time | Bloc_Periodo_Usert v @A
B LogRecord N Destination IP: | ANY v @ add
= VPN v Destination port:| ANY v @A
Application:| ANY v
& Device Maintenance  \/
Policy: | Block directly v
[ coim | carce
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Recursos de Seguranca “Safety Protection”

IP-MAC Binding: Usado para vincular o endereco IP do dispositivo de rede ao seu endereco MAC.
Isso impedira ARP Spoofing e outros ataques ARP, negando o acesso a rede a um dispositivo com
endereco IP correspondente na lista de vinculacao. Colocando uma etiqueta de identificacao em
cada dispositivo que se conecta a rede, se houver uma alteracao no endereco MAC ou no endereco
IP do dispositivo, vocé ndo podera se conectar a essa rede. Com a vinculacao de MAC, a rede de
internet pode identificar e se comunicar com o dispositivo certo, tornando a transferéncia de dados
eficiente. A vinculacdo MAC permite que vocé “vincule” um endereco IP a um endereco MAC. Apds a
vinculagdo, os administradores de rede podem restringir o acesso a rede, permitindo apenas
conexdes de dispositivos com enderecos MAC especificos.

REM*
8 .
oLk Gurvnt operation Safely Protecion >> IP-MAC finding Refesh | Changs passwond | Logout | Langusge | Engliehi
@ system Stms M IPMAC bind
& memoncompn  + | IEC NETNN [ETET) TS IS ) or At el e s o cess e et Disoly cumant 1PMAC g
SN User 1P Address MAC address Enable Operation|
{4 FlowContral Poliey
L5

S ACMmapmam
(@ AUt intemet Access W
Behavior Contral ~
O3 ObjectMonagement
O seteyPrometon A

1P Bicing

Gonnecson Quantity Limit
LAN Abnarmal Detecson
LAN Atack Protectian
WAN Ping Fortad WAN Logn
5 LogRecord ~

ven v

LE|

@  Device Maintenance /'

Cusrent user.admini 192 168,60 1311 Device bme 1970-0101 0409 08 Svstom alerl & The device & runaing narmaliv!
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Connection Quantity Limit: Regra de firewall para escutar um nimero definido de conexdes dentro
de um intervalo e IP especificos, esta opcdo controla quantas conexdes sdo permitidas por host de
acordo com a regra aplicada.

Curnenl aperation Safety Prolection >> Conteclion Quantily Lindt Retresh | Change passward | Lagout | Language | English ]
@ system suns « M Connact control rue
Delete
PREST— | o ]
O sn Source address object Time: TCP connection guantity UDF connection quantity Enable  Operation
[ FlowContrel Policy W
(WA § ANY ANY 5000 5000 b4 L
T AC Mansgement v
@ Awthinemethccess W
Connact control rule x
[fl]  Behavicr Comrl v —
@ Enatie 03¢ Disadle.
B ObjectMansgement v/
Source address object: Click @ Address O User O Level O Department
O Safety Protection ~ ANy w b dd
IP-MAC Binding Time: ANY v & ag
Connection Quanlity Limit Masimym quantiy of TCP connections: 5000
Maximum quantty of UDP connections
LAN Abnarmal Detection ey =000
LAN Anac Protection
WWAN Ping Forbid WAN Login
B LogRecord w
= veN v
®  Dewice Maintenance v

LAN Abnormal Detection: Detectar se existem outros servidores DHCP na intranet. Verifique se
existem alguns loops na intranet (para localizacao de falhas na intranet)

Current aperalion Safely Pralecion > LAN Abroral Deleckion Refiesh | Ghange password | Logout | Language | Englsh v
&) System Statis s 3 Intranet anomaly detection
@ MeworkConfigure N puce getecton § detec whethe thers are other DHCR servers i the intranet
(7 FlowControl Palisy W
S ACMansgument Lo detectin m @ Check whether tere ave some loaps on the nranes (or nranet ault Iocation)
(#)  Auth intemet Access
IR cotecion compieted

Behavlor Contral e (D Intranet DHCP service detection result: No other DHCP service have been found on the intranet]
T3 ObiectManagement N/ (D intranst loop detectian resut: Mo founid any mirane part with loaps!
0 Safety Protection ~

P-AAAC Binding

Connecsan Quartiy Lenit

LAN Abnormal Detacton

LAN Attack Pratecton

WAN Ping Fertid WAN Login
& LegRecord ~
= ven v
@  Device Maintenance ~
Current user-admin{192 158 50 131] Devaice time: 1670-01-01 04 46 58 System alert i Device configuratian has changed. pleaseSave
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LAN Attack Protection:
. Funcao para proteger a rede LAN de ataques internos
0 nimero maximo de pacotes que podem ser enviados por segundo para um unico IP

Refres | Change password | Logout | Language | E:

System Staus s 3 Intranat attack pradaction

3}
@ Metwork Configuee s Functonenable LR
[ FlowConolPoliey v Selecttne interface 1o prowect
Lan

AC Management ~
= Parameter settings.
@) Authinemet Access v

Fackage treshoid. 0 (Number of packets | per second)
() Benavior Control v
@ Package thresicid The maximum number of packels allowes fo be se per second far a singie |2, The reference value i bofween 5008 and 10000

ObjectManagement
i () Wheiher the LAN port is connecie ia e Layer 3 swiich / D¢ ot ssiectt £ here i 1 ayer 3 swikch
O safety Prowetion ~

1P-MAC Binding Save

Connaction Quantay Limit

LAN Abormai Detecrion

LAN Attack Protection

WWAN Fing ForbidWaH Login
@ LogRecora v
veN v
©  Osvice Mainwnancs
Current wserdmin[192 168 50 1311 Devion tme 19700101 051128 System aert: @ The oevice i ruaning normaiyl

WAN Ping Proibido/Login WAN:

. Bloqueio de ping

. Define porta de conexao para acesso ao roteador
. Permite acesso remoto ao roteador

Refresh | Ghange password | Logout | Language | Engish ]

Cusrent operation Safety Prolection >> WAN Ping Fortie/ WAN Login

System Status \s M Extranet prohibited to PING/ Extranst lagin

Metwork Configure Hout secarlly

Flow Control Policy () Prahibit ping router frem exiranel
3 Alow saministrata 10 lag in remately via extranet IP
AC Mansgament
WEB service port 2011
JI——

Mastr DNS: £14.114.114.134 |7 Tho DNS serve s s nease 2 a network ferminal by th ocal compuiraer)
[—
Upaae ins aptons:  Detaut | @ Speciydevice sysiem uptyodes and proocol upsate inesl
bject Monsgement
REMGIS MEMSGEM . o e | Remotesceess e ek a0aess p Y 21230047548 oo yomd 29110

aJf B E HE 8B
> ¢ €< <<«

Safety Protection

Devic name: O Disiay on the kgin
P-AMAG Binting e e

Connectan Quantiy Lim =u
LAN Abnarmal Detection
LAN Attack Protection
WAN Ping Ferbid WAN Login
B LogRecord v

VPN v

a

@  Device Maintenance

‘Curtent useragmini 182 168 501311 Dewce time 1970.01.01 053200 Sysiem alert & The device i running nomaiivl




(Oriero

Regra de Controle - Firewall

Application Firewall: Regras para liberacdo ou bloqueio, definem como o trafego é filtrado e
encaminhado. Elas podem permitir ou bloquear conexdes com base em varias caracteristicas, como
endereco IP de origem, porta de destino e protocolo usado.

A
ﬁs’.?ﬂ.’ﬁ Guetent operaton Behavior Contol > Application Fiewall Retresh | Changs password | Logout | Language.
@ System Status M Application firewall
B Fowcomolpoicy v [ EZIN NEZEN
Destination
N ACHanigement M SN Source address object Time Destination 1P Application Action Operation
pont
@) Auth Intemet Access
A
Behavior Control ~
Applicaton Frewall
Firewall rules. x
URL Redrect
@ Enatle O3 Disable
Doman Redrect
Source address According to® Adoress() User() LeveiC) Depanment
cManagement
O3 Object Manage i S
O Ssfety Protection v Time, ANY v % adg
3 LogRecord v Destination IP. ANY v A
Destination port ANY v ®44d
= e v
Applcaton | ANY v
®  Device Maintenance v Poscy.| Release o

R T T o G TS T G o i T e et et
NAT/Port Forwarding: Permite que computadores remotos se conectem ao seu roteador e rede
locais ao utilizar portas TCP e UDP especificas. que redireciona uma solicitacdo de comunicacédo de
uma combinac&o de endereco e nimero de porta para outra enquanto os pacotes estao atravessando
um gateway de rede, como um roteador ou firewall. O encaminhamento de porta facilita a conexao
por computadores remotos, por exemplo, hosts de Internet, a um computador ou servico especifico
dentro de uma rede local.

Rekesh | Change password | Logout | Language | Engish_ |

Current operation Network Configure >> NAT/Port Forwarding
~s M MNATPort forwarding

@ WNetwork Configuwre A Port forwarding
AN Contigure
LAHDHCP O SN Protocal Lane LAN port WAN port AN Remark Operatior
Physical Port Defriton " warcing e defined i 2
Mt ine Diversion Rules
Static Route
Port forwarding X

oNS
NAT/Rort Forwasding Fratocal TCP v,

Flow Contral Policy v LANIP: 192.166.1.100

AC Managsment

® 2B

Auth Internet Access.

B

Behavier Contral

Object Management

Safety Protection

@ a f

Log Recard

veN

o

Device Maintenance

< < < <

<

LAN portrange - 80
WAN port range: 80
WA mterface selectan
O want

Remark
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DMZ Host: A zona desmilitarizada (DMZ) é responsavel por disponibilizar a comunicacdo entre uma
rede interna de confianca a uma rede externa nao confiavel como a internet, serve para deixar os
servicos com acesso externo separados da rede local. um Host na rede interna que tem todas as suas
portas TCP e UDP abertas e expostas, exceto as portas encaminhadas. E um método simples
frequentemente usado para encaminhar todas as portas para outro dispositivo.

Current operation Netwark Conéigure >> NAT/Part Forwarding Refresh | Change password | Logout | Language | English |
@ System Status. M NATPort Forwarding
& wsinen ATTER
WAN Configure =N T
LANDHCP O s Extrans ins pe— ” Remark Opsration

Physical Pert Definiion
Extranetine | WANT v
Mulli-ine Drversien Rules

Host address

Static Route S

DONS

e o

A Plow Control Policy

&

AC Management

<

Auth Internet Access

<

Behavior Contrel

Otject Management

Safety Protection

< < < <

Log Record

0®masfES

VPN

<

Device Maintenancs

Curent (RacAIMINIEZ TRRSD 1311 Dewics ime 1700101 040507 Syatem Al @ Th dewes < nanag normallyl

Src NAT: Traducao do endereco IP de origem de um pacote que sai do dispositivo. O NAT de origem
€ usado para permitir que hosts com enderecos IP privados acessem uma rede publica. O NAT de
origem permite que conexdes sejam iniciadas apenas para conexdes de rede de saida, por exemplo,
de uma rede privada para a Internet.

=~
BomX Cument operation Netwoek Confgure - NATIPor Forvardng Refrosh | Ghange password | Logout | Language | English
@ sywom sows 3 NATPor formarding
& reemcetan -~
VAN Configure s ] oeete ]
LANDHCP a s Source network address Destinstion network address Wansiation sdaress Remak  Operation
Physical Pon Dediniion ) e

Mutiine Divesrsicn Rules

Statc Roule —~ X
DOMS
Source neiwerk address | 192.188.1.0
NATert Formarding
Hefmask | 255.255.255.0
] FlowConvrol Palicy
T AC Management ~ Destnaton network address: 192.168.1.0
W AvhimstAccess W Metmask 255.255.255.0
] Behavior Convrol v
Transiation atdress | 192.168.1.200
O3 ObjectManagement —
O SateryPromction N
5 Logrecon o [ counrn | Gancol |
= PN ~
®  Device Maintenance v

" Gurent useragmin{162 16850 131]  Device bme 1870.01.01 041131 System alent @ The device & unning narmaly!
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Dst NAT: O NAT de destino altera o endereco de destino de pacotes que passam pelo Roteador.
Converte o endereco IP de destino de um pacote que entra no dispositivo. NAT de destino é usado
para redirecionar o trafego destinado a um host, por exemplo, da Internet para uma rede privada.

izl

B System Sutus N NATPort forwarding

Current operation Network Gonfigure == NATPort Forvarding Retresh | Change password | Lagout | Language | Englsh |

) = Source network address Dastination network address Transiation address Remark  Operation
P et
Mutidine Diversion Rules
Static Route DstMAT x
=
S ek s
AT Formandvg Nesmask 255.255.255.0
[ FlowComrol Palicy
o oo S
@ Ao v
o T
O3 ObjectManagement Remark
O Safety Protection w
B Log Record v
= ven ~
@  Device Maintenance. ~
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VPN

PPTP (Point-to-Point Tunneling Protocol) é um protocolo de VPN desenvolvido pela Microsoft. Ele
permite criar um tnel seguro entre o computador do usuario e o servidor VPN, redirecionando o
trafego de internet por esse tunel.

@ System Status ~ NPPTR

@ FlowConvolpoliy v | Functonensve: (IR )
T ACManagement N Cuent IP sadress range
@  AuthIntermet Access Gateway IP 192.168.100.1
[ Behavior Control ~ Start P acdress: 192.188.100.100 End P address: 192.168,100.200
93 Object Management
DNS configure
O SafetyProtection
Master DNS: 1.1.1.1 Auxiiary DNS * 8.8.8.8
& LogRecor ~
= vew ~
Detect the online time: 1 minute v
PRTR
Lt
[ 7 Tios: paint-o-net VPN diaiing usars. ara unified in Auth Intsrmet Access, User Management, Al usar @
VIUNS Status
[ “save |

@  Device Maintenance v/

Cadastra usuario de autenticacdo “AUTH USER”

@ System Status ~ NPPTR

]  Flow Control Policy v Function enable: am.mwm.

5 AC Management ¢ Client IP address range

@  AuthIntermet Access Gateway IP 192.168.100.1
[l Behavier Control Start 1P aekiress: 192.168.100.100 End IP address: 192.168,100.200

v
93 ObjectManagement
DNS configure

O Safety Protection v
Master DNS: 1.1.1.1 Auxiiary DNS * 8.8.8.8
& LogRecor w
= veN ~
Detect the online time: 1 minute A
PRTP _
LTe
[ Tins: paint-to-net VPN dialing usrs. ara unified in Auth Internet Access, User Management /i user ]
'VTUNS Status T

@  Device Maintenance v/

Usuario de autenticacdo VPN

System Status v 3 Authentication user Total o
[ oo ]
o SN Na

] me Department User level User type Notes Creat time, Due time Operation

Network Configure Delele v User deparim | User level il v Userbype file » | Stat v Acc v Oexact JEEEN

< <

Flow Control Policy

PN ]

Curtently no auhentified user, plezseAd

<

AC Management

() Auth Internat Access.

>

Auth Conbgure
PPFOE Auth
Portal Auth
Radius Billng

Auth User

Aum User Stas
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Cadastras dado do usuario. Nome , senha, selecionar “VPN dialup”

@ System Status \ 3 Avthentication user  Tolal o
€ vomonconare | SN D (BN (I v | e e vt | Gt s 0 s N
FowCokoiPoly v |1 SN Name Department User level User type Notes Creattime, Due time Operation
AC Management ~
= ‘Autnentication user X
@ At ntemetAccess A - - A
Account: usuario ‘ Password: senha
e Dopartment;  dsfaut - Lovor; deiaut ~
PPPOE Autn User type: PPPOE dial-up v Accounttype: Enabh v
Portal Auth Upstream  PPFOE dial-up Downstream
broadbana: brosavana: ™
Radius Biing A 1P acaress aun
MAC Binding: oo
fuih e Create time: WEB password avth Expire fime: Ad0 ime
Auth User Status
N 0
Department/Level Definition
Tel: Address:
[l Behavior Control v Notes: ) M
S CbjectManagement | conim | cancal |

B system Stams ¥ Aunentication user  Total 1
@ vewoncongwe | [ R (EEITREN (EIRIIER] Ociete v User doparim v | Userlevel itk v Userhype fie v | Stat v Aco v O TN
@ FowConwolPoicy  ~ | ) SN Name Department User level User type Notes Creat time Due time Operation
& ACManagement oo usuaro default dotauit VPN diakup 20250430 1650 Nomited %
) Auth internetAccess A

Auth Configure

PPPOE Auth

Portal Auth

Radius Biling

Auth User

Recomendacgdes: Na utilizacdo do nwc1.2 conjuntamente como modem da operadora ISP (Provedor
de Servicos de Internet), recomenda-se adicionar o IP da WAN do aparelho nwc em uma DMZ
diretamente no modem.

@ Sysiem Staius 3 Network interface status
=N s I
Inlertace Status ‘ ‘
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LAN  Packes sendeq: 1795325 Wong packets: 0 Packet mISsed: 0 OVErlow 0 Carfer wave: 0 WANT  Packes sendsq: 1724090 Wiong packets: 0 Packet missed: 0 Overbow 0 Catmier ave: 0
Aoglicaton Flow
Bytes recewed: 25 15 Byles sended: 226471555245 SME) Bytes received: 1534083573/2 506 Byles sended: 316364957302 1M
@ MeworkComngure
@ FlowControlPollcy Interface Type Link mode 1P address MAC address Receive speed  Send speed
o ACManageme v AN WAN port Online 1000MF ull duplex 4401 FALBDF-FE sTIKES sa9kES
® AuthintematAccess
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Como criar um servidor VPN no Windows

Na janela de configuracoes do sistema, clique em “Rede e Internet”.

[zl Explorador de Areus os

@ ConfiguragGes

Ligar/Desligar Loja Video do Skype

= Todos os aplicativos o Executar e explorar

Configuragées do Windows

Sistema Dispositivos Telefone Rede e Internet

Personalizagio Aplicativos Hora e Idioma

Facilidade de Acesso Pesquisar Privacidade

Atualizago e Seguranca

Na barra lateral esquerda, cliqgue em “VPN” e, a direita, selecione “Adicionar VPN”.

. Rede e Internet > VPN

Conaxdes VPH
Licalizar uma configuragio

A inicio
stema

T ———— B e

Dp—

T Configuragses avangadas para todas as conexses VPN

I Permitir VPN em redes limitadas
S Comas

Hora e idioma Permitir VPN om rosming

® sogos

Desconectar

Conectar

Aivado

Ativado

L o]

[ o)




PIERO

Entre com os dados da conexao VPN (nome, endereco, usuario e senha) e, por fim, clique em
“Salvar”

Adicionar uma conexdo VPN

Windows (interno)

Nome da conexdo

VPN

Nome ou enderego do servidor

IP de conexdo da WAN

Tipo de VPN

Automético

Tipo de informag@es de entrada

Nome de usudrio e senha

Nome de usuéric (opcional)

usuario cadastrado

Senha (opcional)

Salvar Cancelar

Conexao:

Rede e Internet > VPN

Adicionar VPN

VPN

Conectando

) Conectando a IP de conex&o da WAN

Cancelar




